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The	3tle	imagines	the	two	
standing	in	opposi8on.	
Do	they?	

From	a	descrip8ve	standpoint:		no.	
	Crypto	has	not	been	effec3ve	at	curtailing	mass	surveillance	…	
	and	most	cryptographers	do	not	see	this	as	our	role.	

From	a	norma8ve	standpoint:	maybe.	
	Many	think	cryptography	should	stand	
	in	opposi3on	to	mass	surveillance.		
	But	not	at	all	clear	that	it	could.		

																Ought	implies	can.	

WHY	hasn’t	crypto	helped?	

CAN	crypto	help?	

Cryptography	vs.	Mass	Surveillance		
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Cryptography	–	the	science	
of	secure	communica8ons.	

Mass	surveillance	–	the	spectacular	failure	
to	secure	communica3ons.	

You	would	think		
•  these	would	be	in	opposi3on,	and	that	
•  cryptographers	would	be	aghast	by	mass	surveillance	revela3ons.	

You’d	be	wrong.			Most	of	my	community	doesn’t	see	
a	connec3on,	and	thinks	things	are	going	great.	
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A	rosy	assessment	of	CS	

Computer	science	is	marking	an	epical	change	in	human	history.	We	
are	conquering	a	new	and	vast	scien3fic	con3nent.	…	
Virtually	all	areas	of	human	ac3vity	…	[and]	
virtually	all	areas	all	areas	of	human	knowledge	…	
are	benefi]ng	from	our	conceptual	and	technical	contribu3ons.	…		
Long	live	computer	science!	

Cryptographer	
Silvio	Micali	

Turing	Award	acceptance	
speech	15	June	2013	

About	a	1.5	weeks	aaer	the		
ini3al	Snowden	revela3ons	
(Verizon	+	PRISM)	
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												2013	IACR-sponsored	conferences	
		156		papers	(3067	pages)	
						0		papers	with	the	word		“surveillance”	

Before	Snowden	

												2014	IACR-sponsored	conferences	
		155		papers	(2910	pages)	
						1		paper	with	the	word	“surveillance”				(mine)		

AQer	Snowden	

2015:	1	paper	
2016:	3	papers	

Cryptographers	don’t	care	about	mass	surveillance	

2011:	0	papers	
2012:	0	papers	

(	work	on	)	
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The Summer 
of Snowden 
2013 
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Why	wasn’t	I	paying	more	
a<en8on	to	this	earlier?	

1993	Clipper	Chip	1980	

2009	2002	1983	

Bill	Binney	

Thomas	Drake	

Kirk	Wiebe	

Mark	Klein	

Diane	Roark		
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2013/451	Candidate	Indis8nguishability	Obfusca8on	and	Func8onal	Encryp8on	for	all	circuits	
Sanjam	Garg	and	Craig	Gentry	and	Shai	Halevi	and	Mariana	Raykova	and	Amit	Sahai	and	Brent	Waters	
2013/454	How	to	Use	Indis8nguishability	Obfusca8on:	Deniable	Encryp8on,	and	More	
Amit	Sahai	and	Brent	Waters	
2013/471	Obfusca8ng	Conjunc8ons	
Zvika	Brakerski	and	Guy	N.	Rothblum	
2013/500	Obfusca8ng	Branching	Programs	Using	Black-Box	Pseudo-Free	Groups	
Ran	CaneE	and	Vinod	Vaikuntanathan	
2013/509	Replacing	a	Random	Oracle:	Full	Domain	Hash	From	Indis8nguishability	Obfusca8on	
Susan	Hohenberger	and	Amit	Sahai	and	Brent	Waters	
2013/557	Black-Box	Obfusca8on	for	d-CNFs	
Zvika	Brakerski	and	Guy	N.	Rothblum	
2013/563	Virtual	Black-Box	Obfusca8on	for	All	Circuits	via	Generic	Graded	Encoding	
Zvika	Brakerski	and	Guy	N.	Rothblum	
2013/601	Two-round	secure	MPC	from	Indis8nguishability	Obfusca8on	
Sanjam	Garg	and	Craig	Gentry	and	Shai	Halevi	and	Mariana	Raykova	
2013/631	Protec8ng	Obfusca8on	Against	Algebraic	A<acks	
Boaz	Barak	and	Sanjam	Garg	and	Yael	Tauman	Kalai	and	Omer	Paneth	and	Amit	Sahai	
2013/641	Indis8nguishability	Obfusca8on	vs.	Auxiliary-Input	Extractable	Func8ons:	One	Must	Fall	
Nir	Bitansky	and	Ran	CaneE	and	Omer	Paneth	and	Alon	Rosen	
2013/642	Mul8party	Key	Exchange,	Efficient	Traitor	Tracing,	and	More	from	Indis8nguishability	Obfusca8on	
Dan	Boneh	and	Mark	Zhandry	
2013/643	There	is	no	Indis8nguishability	Obfusca8on	in	Pessiland	
Tal	Moran	and	Alon	Rosen	
2013/650	On	Extractability	(a.k.a.	Differing-Inputs)	Obfusca8on	
EleMe	Boyle	and	Kai-Min	Chung	and	Rafael	Pass	
2013/665	The	Impossibility	of	Obfusca8on	with	a	Universal	Simulator	
Henry	Cohn	and	Shafi	Goldwasser	and	Yael	Tauman	Kalai	
2013/668	Obfusca8on	for	Evasive	Func8ons	
Boaz	Barak	and	Nir	Bitansky	and	Ran	CaneE	and	Yael	Tauman	Kalai	and	Omer	Paneth	and	Amit	Sahai	
	

Cryptographers	–	
too	busy	with	iO	to	
no8ce	Snowden?	
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No	human	understands	what’s	going	on	

Execu3ve	order	12333	 FISA	

FISAAA	

PATRIOT	Act	

HSPD-23	PPD-20	 Freedom	Act	 CALEA	

ECPA	

ACLU	+	ProPublica	
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How	many	copies	of	the	communica3ons	are	archived,	by	whom,	for	how	long?			
What	algorithms	are	applied–	or	will	be	applied	–	to	the	data?		
What	is	the	data	combined	with?		
When	might	a	human	analyst	become	involved?	
What	consequences	might	stem	from	the	communica3ons	content?		

The	basics	are	not	known	

Secrecy	+	Complexity	
•  Reduces	the	possibility	of	effec3ve	reform.	
•  Is	itself	an	exercise	of	tradecraa.	

Phone,	Email	
Skype,	SMS,	

PGP	/	Windows,	…	
	

Phil	 Mihir	
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While	there’s	no	one	answer,	
there	is	one	theme	explaining	the	
disinclina>on	to	help:	

It’s	the	culture,	stupid.	

So	cryptographers	have	been	disinclined	to	work	on	
mass	surveillance,	and	don’t	see	crypto	as	relevant.	

But	WHY	?	

A	more	specific	answer.		With	a	bit	of	an	explana3on.	
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From	where	did	this	disciplinary	
culture	come?	
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[GM]								Goldwasser,	Micali	–	STOC	1982	(JCSS	84)		Probabilis3c	encryp3on	
																		and	how	to	play	mental	poker	keeping	secret	all	par3al	informa3on	
[GMR]						Goldwasser,	Micali,	Rivest	–	FOCS	84		(SIAM	88)	
																		A	“paradoxical”	solu3on	to	the	signature	problem	
[GMR]						Goldwasser,	Micali,	Rackoff	–	STOC	85	(SIAM	89)		
																		The	knowledge	complexity	of	interac3ve	proof	systems	
[GMW1]			Goldreich,	Micali,	Wigderson	–	FOCS	86		(JACM	91)	
																		Proofs	that	yield	nothing	but	their	validity	and	a	methodology	of	cryptographic	protocol	design	
[GMW2]			Goldreich,	Micali,	Wigderson	–	STOC	87	
																			How	to	play	any	mental	game			or				A	completeness	theorem	for	protocols	with	honest	majority	
	

Shafi	Goldwasser	 Silvio	Micali	Ron	Rivest	

•  	A	branch	of	theory	
•  	Problem	selec8on:	aesthe8cs,	philosophy	

•  Youthful	
•  Iconic,	paradigma8c		works	that	

captured	the	imagina8on	

MIT	Lab	for	Computer	Science	
Theory	of	Computa8on	Group	
Cryptography	–	mid-1980’s	
	

Founding	ethos.	Crypto	is	theory,	philosophy,	and	imagina3on.		

Embedded	ethos.	This	ethos	remains	dominant,	con3nually	renewed	by	
technical	and	nontechnical	choices.		
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Scien8fic	realism																																																																								
C	is	as	it	is	because	of	the	nature	of	reality	
C	is	inevitable	
C	is	objec3ve,	ahistorical,	and	poli3cally	neutral	
C	is	but	superficially	shaped	by	the	disciplinary	culture	
C	is	a	science.		We	discover	it.										

What	is	cryptography?	
Philosophically	…						Sociologically	…			

“The	Science	Wars”	
as	projected	onto	my	
corner	of	the	world	

cryptographic	research	is	indeed	part	of	science.	This	asser3on	is	empirical	and	it	refers	
to	the	current	sociology	of	the	discipline;	that	is,	we	believe	that	the	vast	majority	of	the	
members	of	this	research	community	iden3fy	themselves	as	scien3sts	…		
	
On	Post-Modern	Cryptography,	Oded	Goldreich,	2006	

C	=	modern	cryptography	
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the	body	of	work	our	community	has	produced	is	less	the	inevitable	consequence	of	
what	we	aim	to	study	than	the	con3ngent	consequence	of	sensibili3es	and	assump3ons	
within	our	disciplinary	culture…	I	would	claim	that	cryptography,	even	in	
its	most	pure	and	scien3fic	persona,	is	quite	strongly	constructed.	
	
PracSce-Oriented	Provable-Security	and	the	
Social	ConstrucSon	of	Cryptography,	P.	Rogaway,		2009	

Social	construc8onism	
C	need	not	be	as	it	is.		It	is	not	inevitable	
C	is	not	determined	by	the	nature	of	things.	
C	looks	like	it	does	due	to	social	and	historical	forces	
C	is	shaped	by	the	disciplinary	culture		
C	is	a	technology.	We	invent	it.	

“The	Science	Wars”	
as	projected	onto	my	
corner	of	the	world	

What	is	cryptography?	
Philosophically	…						Sociologically	…			

C	=	modern	cryptography	
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Irrelevance.	Imagina3on-genesis	work	can’t	actually	find	a	route	to	prac3ce.	

When	most	cryptographers	are	blue	…	

Here	for	fun.	Intellectuality	as	sport	—	pragma3sm	as	small-mindedness.	

Standardiza8on	non-par8cipa8on.	Crypto	standards	without	the	
cryptographers.	

Distanced	from	security.	Cryptographers	don’t	see	even	prominent	security	
problems	because	of	community	structure.	

Value-neutral	view.	The	myth	that	science	and	technology	is	value-neutral.	

1	 1	2	

8	
11	

9	

23	
19	

3.	Technology	itself	is	value-neutral:	it	is	
what	humans	do	with	technology	that	is	

right/wrong.	

End	of	term	

Beginning-of	term	survey	data	from	
my	class	ECS	188	“Ethics	in	an	Age	of	
Technology”,		W13	

“Technology	itself	is	value-neutral:	it	is	what	
humans	do	with	technology	that	is	right	or	wrong.”	

Strongly	agree	Strongly	disagree	
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D. Chaum, 
Untraceable electronic mail, return 
addresses, and digital pseudonyms 
CACM 1981   (4368 citations) 
	

S. Goldwasser and S. Micali, 
Probabilistic encryption 

STOC82+JCSS 1984 (3733 citations) 
 
	

Spawned 
Disjoint Communities 

Community	fracture.	Spli]ng	off	of	PETS,	symbolic	approaches	to	crypto,	…	

Grew	into	the	
PETS	community	

Grew	into	the	
IACR	community	
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Y.	Lindell	

J.	Groth	

P.	Rogaway	

Adversaries	are	no8onal.	
We	joke	about	them.	
We	see	crypto	as	a	game.	

For	most	cryptographers	…	

Adversarial	abstrac8on.		Trea3ng	the	adversary	no3onally.	

¹	
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(U)	Three	of	the	last	four	sessions	were	of	no	value	whatever,	and	indeed	there	was	almost	nothing	at	
Eurocrypt	to	interest	us	(this	is	good	news!).		
	
(U)	There	were	no	proposals	of	cryptosystems,	no	novel	cryptanalysis	of	old	designs,	even	very	livle	
on	hardware	design.	I	really	don’t	see	how	things	could	have	been	beMer	for	our	purposes.			
	
(U)	The	conference	again	offered	an	interes3ng	view	into	the	thought	processes	of	the	world’s	
leading	“cryptologists.”	It	is	indeed	remarkable	how	far	the	Agency	has	strayed	from	the	True	Path.	

EUROCRYPT		’92	report:		

Our	irrelevance	hasn’t	been	lost	on	power	

[emphasis	mine]	

Unthreateningly	engaged.		We’re	happy	to	do	stuff	irrelevant	to	power.	
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Why	no	reac8on?	

•  Nothing	I	know	is	relevant.	
•  These	are	poliScal	issues;		

I	am	not	an	expert	on	public-policy;	
						this	is	not	our	professional	concern.	

Extreme	specializa8on.	Can	rob	scien3sts	of	any	sense	of	agency.	

If	one’s	technical	work	isn’t	even	
relevant	to	security,	how	is	it	supposed	
to	be	relevant	to	a	socio-technical	
problem	like	this?	

An	Open	Le<er	from	US	Researchers	in	
Cryptography	and	Informa8on	Security	

January	24,	2014	
	

Media	 reports	 since	 last	 June	 have	 revealed	 that	 the	 US	 government	 conducts	 domes3c	 and	 interna3onal	 surveillance	 on	 a	 massive	 scale,	 that	 it	 engages	 in	
deliberate	 and	 covert	 weakening	 of	 Internet	 security	 standards,	 and	 that	 it	 pressures	 US	 technology	 companies	 to	 deploy	 backdoors	 and	 other	 data-collec3on	
features.	As	leading	members	of	the	US	cryptography	and	informa3on-security	research	communi3es,	we	deplore	these	prac3ces	and	urge	that	they	be	changed.	
	
Indiscriminate	collec3on,	storage,	and	processing	of	unprecedented	amounts	of	personal	informa3on	chill	free	speech	and	invite	many	types	of	abuse,	ranging	from	
mission	creep	to	 iden3ty	 thea.	These	are	not	hypothe3cal	problems;	 they	have	occurred	many	3mes	 in	 the	past.	 Inser3ng	backdoors,	 sabotaging	standards,	and	
tapping	commercial	data-center	links	provide	bad	actors,	foreign	and	domes3c,	opportuni3es	to	exploit	the	resul3ng	vulnerabili3es.	
	
The	value	of	society-wide	surveillance	in	preven3ng	terrorism	is	unclear,	but	the	threat	that	such	surveillance	poses	to	privacy,	democracy,	and	the	US	technology	
sector	 is	 readily	 apparent.	 Because	 transparency	 and	 public	 consent	 are	 at	 the	 core	 of	 our	 democracy,	 we	 call	 upon	 the	 US	 government	 to	 subject	 all	 mass-
surveillance	ac3vi3es	to	public	scru3ny	and	to	resist	the	deployment	of	mass-surveillance	programs	in	advance	of	sound	technical	and	social	controls.	 In	finding	a	
way	forward,	the	five	principles	promulgated	at	hvp://reformgovernmentsurveillance.com/	provide	a	good	star3ng	point.	
	
The	choice	is	not	whether	to	allow	the	NSA	to	spy.	The	choice	is	between	a	communica3ons	infrastructure	that	is	vulnerable	to	avack	at	its	core	and	one	that,	by	
default,	is	intrinsically	secure	for	its	users.	Every	country,	including	our	own,	must	give	intelligence	and	law-enforcement	authori3es	the	means	to	pursue	terrorists	
and	criminals,	but	we	can	do	so	without	fundamentally	undermining	the	security	that	enables	commerce,	entertainment,	personal	communica3on,	and	other	aspects	
of	21st-century	 life.	We	urge	 the	US	government	 to	 reject	 society-wide	 surveillance	and	 the	 subversion	of	 security	 technology,	 to	adopt	 state-of-the-art,	privacy-
preserving	technology,	and	to	ensure	that	new	policies,	guided	by	enunciated	principles,	support	human	rights,	trustworthy	commerce,	and	technical	innova3on.	

h<p://masssurveillance.info/	

53	signatories				58%	acceptance	rate				4.5	months				>900	emails							

Top	reasons	
stated	for	
not	signing:	

No	poli8cs.	An	unwillingness	to	engage	in	anything	“poli3cal”	connected	to	ones	work.	
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A	big-data	candidate	we	recently	interviewed	

I’m	a	body	without	a	soul.	

Dissocia8on.	A	belief	that	it	is	reasonable	to	dissociate	
ones	ethical	being	from	ones	work.	

Some	of	your	work	could		have	troubling	
applica3ons.		Could	you	describe	your	personal	
view	on	the	social	responsibili3es	of	computer	
scien3sts?	
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“I	told	her	[my	wife,	circa	1976]	that	we	were	headed	into	a	
world	where	people	would	have	important,	in3mate,	long-
term	rela3onships	with	people	they	had	never	met	face	to	
face.		I	was	worried	about	privacy	in	that	world,	and	that’s	
why	I	was	working	on	cryptography.”	
	
Whit	Diffie,		tes8fying	at	the	Newegg	vs.	TQP	patent		trial,	
21	November	2014	
	

Changing	mo8va8ons	

Changing	mo8va8ons.	Current-genera3on	cryptographers	aren’t	in	it	for	moral	
or	socio-poli3cal	reasons.	

Careerism.	What	we	do	aligns	with	the	academic	reward	system.	

(Write	lots	of	papers	appreciated	enough	to	get	into	3er-1	venues.		Bring	in	plenty	of	money.)	

Ralph	Merkle	–	Mar8n	Hellman		--	Whit	Diffie		
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DoD	Funding	in	Cryptography,	2000-2015	
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Percentage	of	CRYPTO	papers	that	acknowledge	US	
DoD	funding	among	all	papers	that	acknowledge	US	
extramural	funding	

Sensibili8es	for	sale.	You	don’t	bite	the	hand	that	feeds	you.	
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Fear.	You	want	to	avract	more	aven3on	to	yourself!?		
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Why	are	the	strongest	crypto-advocates	non-cryptographers?	

Missing	aqtude.	We	lack	the	energy	and	sense	of	purpose	of	the	cypherpunks.	

A	missing	aEtude	–	that	of	the	cypherpunks.	

Steven	Levy,	“Crypto	Rebels”,	Wired,	May/
June	1993.	

Tim	May	–	Eric	Hughes	–	John	Gilmore	

But	we	discovered	something.	Our	one	hope	against	total	domina3on.	A	hope	that	with	
courage,	insight	and	solidarity	we	could	use	to	resist.	A	strange	property	of	the	physical	
universe	that	we	live	in.			¶	The	universe	believes	in	encryp3on.			¶	It	is	easier	to	encrypt	
informa3on	than	it	is	to	decrypt	it.	
Julian	Assange,	2012	

…		We	must	defend	our	own	privacy	if	we	expect	to	have	any.	We	
must	come	together	and	create	systems	which	allow	anonymous	
transac3ons	to	take	place.	…	¶	We	the	Cypherpunks	are	dedicated	
to	building	anonymous	systems.	We	are	defending	our	privacy	with	
cryptography,	with	anonymous	mail	forwarding	systems,	with	
digital	signatures,	and	with	electronic	money.		
Eric	Hughes,	1993	

In	 words	 form	 history,	 let	 us	 speak	 no	 more	 of	 faith	 in	 man,	 but	 bind	 him	 down	 from	
mischief	by	the	chains	of	cryptography.	
Edward	Snowden,	2013	
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Privacy	is	a	
personal	good	

Inherently	in	
conflict	

Security	is	a	
collec8ve	good	

Encryp3on		
has	destroyed	
the	balance.		
Privacy	wins			

Risk	of	
Going	
Dark.	

The	bad	guys	
may	win	

“Going-Dark”	Framing	 U.S.	FBI	Director	
James	Comey	
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Makes	people	
conforming,	

fearful,	boring.	
S3fles	dissent			

Surveillance	
is	an	

instrument	
of	power	

Tied	to	
cyberwar	and	
assassina8ons	

Technology	
makes	it	
cheap	

Privacy	is	a	
social	good	
rarely	in	conflict	
with	security	

The	costs	of	
surveillance	are	
not	born	equally	

Drawing	by	
six	year	old	
daughter	of		
Steve	Mann	

Misframing.	Accep3ng	a	fic33ous	storyline	of	what	surveillance	is	for.	

“Golden-Age	of	Surveillance”	Framing	
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Crypto	

Crypto-for-Privacy	Crypto-for-Security	Crypto-for-Crypto	Crypto-for-Power	

Maybe	crypto	will	save	us	



		

31 / 35 

Maybe	crypto	will	save	us	

1.  Encryp3on	works,	and	has	a	natural	democra3zing	tendency.	
2.  Cryptographers	and	developers	are	smart,	
3.  And	the	work	can	be	relevant.	
4.  Metadata	concealment	is	possible,	and	is	already	done	(in	Tor).	
5.  End-to-end	and	device	encryp3on	is	becoming	popular.	
6.  Open-source,	open-hardware	movement	offers	promise.	
7.  More	cryptographers	are	becoming	interested	in	privacy.	
8.  And	are	avending	to	the	poli3cal	implica3ons	of	our	work.	
9.  We	can	rebalance	what	we	do	to	put	more	emphasis	on	crypto-for-privacy.	
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1.  Most	of	the	crypto	community	is	busy	thinking	about	other	things.	
2.  Architecture	can	make	crypto	support	the	powerful	or	the	powerless.	
3.  Endpoints	are	insecure,	code	is	buggy.	
4.  Security	is	a	“weak-link”	property,	and	crypto	is	rarely	that	link.	
5.  Usable	security	has	proven	elusive.	
6.  No	moral	compunc3on	among	computer	scien3sts,	engineers.	
7.  Privacy-enhancing	add-ons	add	complexity	and	reduce	u3lity.	Economic	

incen3ves	oaen	wrong.		Enormous	value	gained	by	mining	informa3on	flows.	
Value	flows	to	corpora3ons	and	governments.	

8.  Legal	protec3ons	are	weak,	legal	instruments	(eg,	NSLs)	are	strong,	most	judges	
don’t	understand	technology.	

9.  Intelligence	agencies	have	enormous	budgets,	operate	beyond	the	reach	of	law.	
Anything-goes	mentality	(even,	eg,	subver3ng	standardiza3on	process).	Shielded	
by	complexity,	secrecy,	partnerships,	legal	inven3on,	linguis3c	inven3on.	

10.  Open	source	is	no	panacea	(	Linus’s	law:	“given	enough	eyeballs,	all	bugs	are	shallow”.			NO)	
11.  Monitoring	in	physical	space:	facial	recogni3on,	license-plate	readers,	…	
12.  It’s	all	in	the	metadata	–	and	concealing	metadata	hard.	
13.  Decline	of	the	general-purpose	computer.	
14.  Successful	framing	by	government	
15.  Technology	mavers,	but	policy,	law,	adherence	to	law	maver	more.	
16.  Corpora3sm	/	Public-private	“partnership”	has	never	been	stronger.		
	

But	probably	not	
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WHY	hasn’t	crypto	helped?	

CAN	crypto	help?	

Cryptographers	have	been	disinclined	to	help.	
The	reasons	for	this	are	rooted	in	the	disciplinary	culture.	

On	some	mavers	–	yes.		
How	much	of	a	dent	can	we	realis3cally	make??	
We	won’t	know	without	trying.		
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Authoritarianism	
Fearmongering	
Jingoism	

Corpora8sm	
Militarism	

Racism	
Incarcera8ons	

Assassina8ons	
Fascism	

“eventually	there	will	be	a	3me	where	policies	will	
change,	because	the	only	thing	that	restricts	the	
ac3vi3es	of	the	surveillance	state	are	policy.…	And	
because	of	that,	a	new	leader	will	be	elected,	they’ll	
flip	the	switch,	…	and	there	will	be	nothing	the	people	
can	do	at	that	point	to	oppose	it,	and	it’ll	be	turnkey	
tyranny.														–E.	Snowden,	June	6,	2013	
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Safely	ensconced	at	the	top	of	the	world?	

No	way.	
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1.   Founding	ethos.	Crypto	is	theory,	philosophy,	and	imagina3on.	
2.   Embedded	ethos.	This	ethos	remains	dominant,	con3nually	renewed	by	technical/nontechnical	choices.	
3.   Here	for	fun.	Intellectuality	as	sport	—	pragma3sm	as	small-mindedness.	
4.   Irrelevance.	Imagina3on-genesis	work	can’t	actually	find	a	route	to	prac3ce.		
5.   Distanced	from	security.	Because	of	community	structure.	
6.   Standardiza8on	non-par8cipa8on.	Cryptographic	standards	without	the	cryptographers.	
7.   Value-neutral	view.	The	myth	that	science	and	technology	is	value-neutral.	
8.   Community	fracture.	Spli]ng	off	of	PETS,	symbolic	approaches	to	crypto,	…	
9.   Adversarial	abstrac8on.		Trea3ng	the	adversary	no3onally.	
10.   Unthreateningly	engaged.		We’re	happy	to	do	stuff	irrelevant	to	power.	
11.   Extreme	specializa8on.	Can	rob	scien3sts	of	any	sense	of	agency.	
12.   No	poli8cs.	An	unwillingness	to	engage	in	anything	“poli3cal”	connected	to	ones	work.	
13.   Dissocia8on.	A	belief	that	it	is	reasonable	to	dissociate	ones	ethical	being	from	ones	work.	
14.   Changing	mo8va8ons.	Current-genera3on	cryptographers	aren’t	in	it	for	moral	or	poli3cal	reasons.	
15.   Careerism.	What	we	do	aligns	with	the	academic	reward	system.	
16.   Sensibili8es	for	sale.	You	don’t	bite	the	hand	that	feeds	you.	
17.   Ins8tu8onal	amorality.	The	prominence	of	economic	narra3ves	to	crowd	out	all	others	
18.   Fear.	You	want	to	avract	even	more	aven3on	to	yourself?		
19.   Missing	aqtude.	We	lack	the	energy	and	sense	of	purpose	of	the	cypherpunks.	
20.   Misframing.	Accep3ng	a	fic33ous	storyline	of	what	mass	surveillance	is	for.	
21.   Rou8niza8on.	People	quickly	accept	their	new	reality,	and	even	come	to	think	it’s	good.		

WHY	disinclined	to	help	
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William	Davidon,	1927	-	2013	
Professor	of	Physics	
Haverford	College,	1961-1991	

The	end	of	dissent		

FBI	branch	office	in	Media,	Pennsylvania.	
Burglarized	in	1971	by	the	team	headed	up	by		

See	Bevy	Metsger,	The	Burglary,	2014	
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WAR	IS	PEACE	
FREEDOM	IS	SLAVERY	
IGNORANCE	IS	STRENGTH	

1949	

1999	–	present		

Rou8niza8on.	People	quickly	
accept	their	new	reality,	and	even	
come	to	think	it’s	good.		

Sani8za8on	of	a	dystopia	

Yevgeny	Zamya3n	
(1921)		
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UC	Engineering	Deans,	“UC	Engineering	Analysis,	Outcomes	and	
Proposal	for	Future	Growth”	(2014).	Presenta8on	to	J.	Napolitano	

Ins8tu8onal	amorality	

Ins8tu8onal	amorality.	The	tendency	of	economic	narra3ves	to	crowd	out	
all	others,	and	individual	to	mirror	the	amoral	stances	of	their	organiza3ons.	


