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Workshop on Crypto vs Mass Surveillance, Nov. 14, 2016

@NTNU

from the mobile phones of ministers, paliticians,
business executives and you and me.

>

Secret surveillance of Norway’s
leaders detected

Mombars of parfiament and the prime ministor of Norway are being
monitored by means of secret esplonage equipment.

~o Aftenposten,
<, December 16, 2014

Ancreas Bakke Foss , Per Anders Johansen , Fradelk Mager-Thocesen

ONCals, Dukiness executves and
ecgaged the nason's securty, our miltary

0 ur OF wealth — tctaling more than 6000 bilon kroraer (NOK) - are
worting wihe ths aron
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http://mm.aftenposten.no/stortinget-og-statsministeren-overvakes/

Hftenpofien

avsiorer MOBILSPIONASJE

Utenfor Stortinget, regjeringskontorene og boligen ti statsminister Ema Soiberp befinner det seg avansert
spionutstyr som kan overvake sk mobiteiefoner | omradel. Sparsmalgter- Hyem str bak?

Stig Mjglsnes Crypto vs Mass-surveillance 3 @ N I :\ [J

dfienpofien

avsiorer MOBILSPIONASJE

Z Spionutsty pla%sert i Norges fremste ﬁhansmilj@

PtAko; brygge og Tjuvhdimen str det hayst sannsynlig avansert overvakingsutstyr som gjer det mulig 4 spionere
pé naringsdrivende, advokater og andre som forvalter forretningshemmeligheter og millioner av kroner.

PER ANDERS JOMANSEN & ANDREAS BAXKE FREDRIX HAGER.THORESEN & PER BYHRING

AS BAKKE FOSS
PuBLISE 20

RT 14, DESTMOER 2044 - KL

Stig Mjglsnes Crypto vs Mass-surveillance 4 IV 1LINU




Aftenpostens kartlegging av

mobilovervaking i Oslo
2014-2015

Per A. Johansen
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Per Anders Johansen el ers.johansen@aftenposte
Andreas Bakke Foss andreas.bakke.foss@aftenposten.no
Fredrik Hager-Thoresen Gordon McKay
Stig Mjglsnes Crypto vs Mass-surveillance

"Baseb

CRYPTOPHONE

and firewall”

PST: Veldig mange aktgrer
kan tenkes & sta bak falske
basestasjoner

ANDRSAS BAKKE FOSS | PER ANOERS JOMANSEN | PER BYWRING - FREDRIK MAGER- THORSSEN

PST Norwegian Police Security Service

| PHT
n

" - vy 7
1o 14 Shve ot Nar an nemTaghete L bav kie S Snakien 0 14 dpan inye. L Arme Chvaten Kauguiny Sebuprwiais’ v Eretypgeie mvng | Folen

- Det er mange som har en intensjon om 4 fi tilgang til andres
mobiltrafikk, sier Arne Christian H. vl, seksjonsleder ved
forebyggende avdeling i Politiets sikkerhetstjeneste (PST).

Stig Mjglsnes Crypto vs Mass-surveillance
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- @NTNU
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SIKKERH |
F'NMTCAT w

jqz ughd for oppmerksomheten denne saken har fitt For farste gang siden fer Jul svarer PST-sjef Benedicte Bjemiand pa spersmal | forbindelse med Aftenpostens
wvsipringer. VIDEO: ARenposten TV

PST: Aftenpostens funn har
naturlige forklarmggr

For ferste gang siden fer jul svarte Politiets sikker

i e i copve i

Aftenposteg/hifﬁ

Counter-intelligence expert
‘Gordon McKay

- Vi ansket en serios diskusjon om dataene med PST. Det viste seg at de ikke var interessert i det. Vi synes det er rart at s mange i Norge ble overrasket over at vi fant
spor etter IMSl-catchere i Oslo. Siikt utstyr brukes i okende grad i en rekke ulike overvakingsverktoy som er dpent til salgs, sier Gordon McKay, leder i sikkerhetsselskapet
Delma.
@ FOTC

Gordon McKay mener det foregikk ren spionasje i Oslo for jul. Han er

ikke overrasket over svaret og kritikken fra PST. o
Stig Mjglsnes Crypto vs Mass-surveillance 8 E IV l JV U
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u Aftenpostens leder lerdag 28. mars

Aftenposten mener: Arbeidet med
mobilsaken ma fortsette

Poltifs hiiahotstenset (AT) avvieer Anpostons SEPSBAIM. . cilon 5

A\

_ \
pu—\ g 7—’1
\ \_ ‘.’
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Ekspertenai

Forskere, professorer og eksperter har vurdert
datamaterialet og den nye rapporten om
mobilovervaking

Stig Mjglsnes Crypto vs Mass-surveillance 10 E ) q I N |
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E-tjenesten: - Ikke bevis for
falske basestasjoner

STINE BARSTAD | ANDREAS BAKKE FOSS
OPPDATERT: 25.JUN. 2015 10:10 | PUBLISERT: 24.JUN. 2015 18:03

- Vére analyser e fullt og helt i samsvar med PSTe joner i saken, sier K
) FOTO! Pedarsen. Terje

Etterretningstjenesten stotter PST i konklusjonen om at det ikke er noe

som tyder p3 at falske basestasjoner er blitt brukt i Oslo. @ N TN U

PST henlegger sak om falske
basestasjoner

ANDREAS BAXKE FOSS - ANDREAS SLETTHOLM - NINA SELDO TORSET - EIVIND NICOLAI LAURITSEN
OPPDATEAT 02 AN 2018 1780

July 2015

Politiets sikkerhetstjeneste (PST) konkluderer med at det ikke finnes
bevis for bruk av falske basestasjoner eller IMSI-fangere i Oslo.

Stig Mjglsnes Crypto vs Mass-surveillance 12 B 1 q I 1 q l
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EXA0rG Lower. loder | SIortingets kontrolutvakg for eemetings-, Overvikngs- 00 Skkermetsgenaste. vi O3 fTys fNGer OM UAvAIGEts Skkertetsrutner oter ANSGOSENs IVNernger
FOTO: Monkca Svwmdend

» Mobilovervakingssaken:

EOS-utvalget: Skal granske PSTs
bruk av basestasjoner

Stortingets EOS-utvalg undersek] . . . . .
Oslo pé loviig méte. The Norwegian Parliamentary Intelligence Oversight Committee

Andreas Bakke Foss , Por Anders Jo

Stig Mj@Vs eraidke ferdig med denne saken, og kommer tibake medrygotigs Mass-4
coofekaing ndr vi ef feria. sa EOS-utvaloets leder Eldbisro Lower da bun

NU

Revidert nasjonalbudsjett: Skal
jakte mer pa falske basestaSJoner

Regjeringen bevilger mer penger for 4 giere Nasjonal
kommunikasjonsmyndighet i stand til 4 avdekke faiske basestasjoner.

Per Anders Johansen, Andreas

vt 1 me 305 May 2015 Revised national budget:
L f o EUNEE Funds allotted to track down the false basestations

For jul avslene A
var | bruk fiere

Vi beukia avansent koatraetiarretningsutstyr, som banyttes tl 4 cppdage
mobilovervikingsutstyr | en rekcks tand

Stig Mj@lsnes  ogsa Nasionai sirnetsmyndighet og PST giéeid/ i@ Diadilasses Lrveil

.......

06.01.17



Bevilger 11,6 millioner for & ffenpofen Torscae 8 oktober 2015

avdekke falske basestasjonel--

ANDREAS BAXKE FOSS

Dot o5 Compwkagumm Ay Ao | Guringet 7, e |l 58 e eoecions b teeks Cesestanimer 9w Abenouien we seker. NI evig 1o ngm
“ovhon 13 et krpmas U § hiopo 8 vithy wm bt ovaiove taeha tnscsdosparad
-

- Viser at regjeringen tar Aftenpostens funn pé alvor, sier medlem av
Jjustiskomiteen.

OVERVAKING
12 millioner til avdekking

Regjeringen vil bruke 12 millio-
ner kroner pa 4 styrke Nasjonal
| sikkerhetsmyndighets (NSM)
| arbeid med i avdekke falske ba-
sestasjoner.
I revidert statsbudsjett ble
det saut av 2,5 millioner kroner
til NSMs arbeid.

Aftenposten oppdaget | desember i fjor det
som trolig var flere falske basestasjoner rundt
sentrale bygninger i Oslo. NSM og PST uttalte da
atavisens funn hoyst sannsynlig var reelle. Men
senere sa PST at det var snaturlige forklaringers
bak malingene og funnene, og NSM har ikke vil-
let si hva deres funn gikk ut pi. (NTB)

B8

/

Pengene skal gé til en engangsinvestering i utstyr pa seks millioner kroner og

arlige driftsutgifter pa 5,6 millioner kroner.

Stig Mjglsnes Crypto vs Mass-surveillance
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SISTE ARTIKLER OM

mobilspionasje:

Stortinget og statsministeren overvikes

Spionutstyr plassert | Norges fremste finansiilje

100 artikier om #mobiispionasje:
1252015

Revidert nasjonalbudsjett: Skal jakte mer pa falske
basestasjoner

552015

Tajik ber A d: tydeliggjere rhold
om mobilsikkerhet

842018

EOS-utvalget: Skal granske PSTs bruk av
basestasjoner

2732008
Aftenposten mener: Arbeidet med mobilsaken ma
fortsette

2632015
Harald Stanghelle: Ekspertenes kamp

2632005

PST avviser mobilovervaking - slik svarer
spionjegerne

263208

Aftenposten vil fortsette & skrive om
mobilovervakning

2632018

PST: Aftenpostens funn har naturlige forklaringer

PST avviser Aft

P inger
2132015
84 enkelt bryter han seg inn pa mobilen din

VISSTIL VIS ALLE

Stig MJ@ISNES  svesert 12.mas 2088 1254 Crypto vs Mass-surveillance

« @NTNU
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Torsda 2 00 2015 Siflenpoflen

Sfienpofien 1cr:c5 2 11 2015

NTNU studenten valgte en noe uvanlig masteroppgave.

Bygget spionutstyr

pa universitetet

@) MOBILSPIONASJE Agere |t dent r L]
PER ANDERS JOHANSEN
konlign. | g
Teerpem i Tetedetsomen ok basestason. | demtene kobiet g tl min ba. | 1an wer en av e WKIGHe Ler:
lage Vdet Cselvom for ver.
(24) bygget sin egen falske basestasjon? lene [remstosom omdevar  viking.
‘basestasjon som lokket il -Du trenger grunnicggende  koblet 11l Netcom cller Telenor | - Deterveldig et d gore angrep
‘seg medstudentenes mobil-
teletoner. vire ganske datakyndig. 1 U Wamnskap
egg trenge vekdig rimelig
i mblctsegti
adio il rndt =
basestasjon ved hjelpaven radio 20,000 ke, sier han. I neeheten. sperimentere med den. Da lette.
StYTLav programvare. feg ble in- o
Thaest 3
Jul i foe, of | sfo
ek flere uav.
1 e ke
eter fem 1 ved Nor ¢ Trondhelm,
s tekmisk naturvtenshapelae sl 3 lokke cika yo medstuden. e Retersol ograpporter rs Altenpostens .
okelier

Stig Mjglsnes

Crypto vs Mass-surveillance

Figure 4.2: The USRP N20O with daughterboard, GPSDO kit, GPS anteosa and
two VERTH0 antennas instalied. 1o the figate, 1 i the daughterboard installed on
top of the motherboard, 2 ks the GPSDO kit, 3 s the GPS antenna cossected to the
GPSDO kit and 4 ls the two VERTS00 antennas,

Stig Mjglsnes

Listing 5.4: Spoofing a Telenor BTS with OpenBTS

$ OpenBTS>

Crypto vs Mass-surveillance

config GSM.

$ OpenBTS> config GSM.

$ OpenBTS> config GSM. Radio.CO 56
Identity .LAC 1111

f
¢
]
3
%
Z

>

$ OpenBTS> config GSM. Identity MOC 242
$ OpenBTS> config GSM. Identity MNC 01
ShortName Telenor

Masites

2

: Nussber of IMSls caught oves thsme when spoofisg NetCom

\TNU

06.01.17



A Mobile Perspective

1. NMT, in service from 1981 (Iceland joined in 1986)

”analog”

2. GSM first spec. 1987, operative from 1991.

"circuit switched”

3. UMTS first spec. 1999, operative from 2002

"packetswitched”

4. LTE first spec. 2008, operation from 2010
“all 1P

5. ”5G” around 20207

Stig Mjglsnes Crypto vs Mass-surveillance 19 m N I \ LJ

Mobile Network Security Requirements

1. Access control
- Identification of subscription/user

2. Confidentiality

— Secure voice, data and sensitive signaling information
against eavesdropping on the radio link

3. Privacy

—  Protect against identifying or linking calls by the same
SIM by radio channel eavesdropping

4. Usability

* The security mechanisms must not reduce the usability
of the system

Stig Mjglsnes Crypto vs Mass-surveillance 20 m N I \ LJ
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Mobile Security Mechanisms

For each subscription in SIM and the home network:
IMSI: 15 digits identity
Kims : permanent 128 bits crypto-key

1. Mutual Authentication

— Challenge-response + Auth.Code protocol
2. Radio Link Encryption

— Symmetric encryption with derived keys
3. Privacy

— temporary identities TMSI (32 bits random)

Stig Mjglsnes Crypto vs Mass-surveillance 21 Q N I \ LJ

The Privacy Mechanism

* Permanent unique IMSI, ideally sent only
— when the SIM is used for the first time
— when there is data loss at the network
e Temporary random TMSI
— Provided over the authenticated encrypted radio link
— Generated where? Renewed when and how often?

TMSIs prevent passive monitoring attack

Stig Mjglsnes Crypto vs Mass-surveillance 22 Q N I \ LJ
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“IMSI-catchers”

Active attacker devices breaking

the logic of radio communication protocols

Stig Mjglsnes

Hijack and block services
“Man-in-the-middle” adversarial actions

Is this “backdoor” a feature or security bug?
Works for 2G, 3G,

and 4G/LTE !

Crypto vs Mass-surveillance 23 B NTN [J

Department of Telematics, NTNU, Norwegian University of Science and Technology,

Stig Mjglsnes

\
Easy 4G /LTE IMSI Catchers
'w"%r Non-Programmers

Stig F. Mjglsnes and Ruxandra F. Olimid

Trondheim, Norway
sfm@item.ntnu.no, ruxandra.olimid@ntnu.no

Abstract IMSI Catchers are active devices that act against the pri-
vacy of subscribers in commercial mobile networks, with high impact on
both user and network side, because of credibility and financial looses.
Recently, IMSI Catchers have been proved feasible in LTE networks by
using modified versions of open source software projects. We now demon-
strate their feasibility at large scale: low-cost LTE IMSI Catchers can be
built by non-programmes, using commercial out-of-the-shelf hardware
and unmodified publicly available software. Our IMSI Catcher collects
the IMSIs of the targeted mobile operator within a specific area in a few
seconds and denies access of subscribers to the commercial network.

Keywords: LTE security, IMSI Catcher, Denial-of-Service

Crypto vs Mass-surveillance 24 B NTN [J
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Dirtboxes on a Plane | How the Justice Department spies from the sky

mma 1@ et 9o’ and the detdox mmﬁm information to find the
2 5uspéct o0

S poage min A D agvtion, o O .

Stig Mjglsnes

O within 2 spacific room n a
sty

PARKERING FORBUDT

Crypto vs Mass-surveillance

INN OG UTKJORING
HELE DOGNE”

»

ar«)

Stig Mjglsnes

Crypto vs Mass-surveillance

06.01.17
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Figur 49 Det russiskproduserte mobilovervakingsutstyret "White Russian".}

N
BN
Ettus URSRP B200mini

Stig Mjglsnes Crypto vs Mass-surveillance 27 B i J I NU

Over 130 different mobile surveillance

equipment manufacturers

Smith Myers (UK) e Harris Corp (USA) e Rohde Schwartz (Tyskland) e Cell
Antenna (USA) e Nice Systems (Israel) e CellXion (UK) e Verint (USA) o
NeoSoft (Sveits) e Shogi/StratigN (India) e Thales — SUSI---systemet
(Frankrike) ® EXFO — blant annet det tidligere finskproduserte NetHawk.

¢ White Russian (Russiskprodusert og til salgs via Ukraina/Sveits).

HTTP://RESOURCES.INFOSECINSTITUTE.COM/STINGRAY-TECHNOLOGY-GOVERNMENT-
TRACKS-CELLULAR-DEVICES/

Stig Mjglsnes Crypto vs Mass-surveillance 28 B i J I NU
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http://www.rayzoneg.com/en.piranha.html

WEB COMMERCIAL EXAMPLE

Plranha ZG 3G, and 4G IMSI Catcher

Nowadays, people always carry their pones with them. Having intelligence on a particular person's
phone equates to managing info on a person. The Piranha system enables an organization to gather
phone identity (IMSI, IMEI or MSISDN), while delivering advance tools to utilize the gathered information
and to manipulate the phones.

Stig Mjglsnes Crypto vs Mass-surveillance 29 @ 3 q I L q l

The Uses of IMSI-catchers

Monitoring
* Mass-surveillance of individuals in a geographic location/area
* Observing a link between person, mobile, and IMSI
* Trace people with known IMSI
* Monitoring people movements
— Example: entrance/exit of a building or area
* Communication eavesdropping

Active Interception

* Message and call generation

* Reconfiguring the mobile’s software and SIM
(baseband processor backdoors)

¢ Denial-of-service for network services/communications

@NTNU

Stig Mjglsnes Crypto vs Mass-surveillance 3

o
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Denial-of-Service

A dilemma for police use

* An IMSI-catcher will block regular network
communication and services

* Including emergency numbers
110,112 and 113

Stig Mjglsnes Crypto vs Mass-surveillance 31 Q N I \ LJ

Where Are You?

The network needs to know where the mobile is in the network

Location Update transaction

e Connecting: selects a cell
* Periodic intervals while camping on a cell
* Reselecting to a new location/tracking area

Stig Mjglsnes Crypto vs Mass-surveillance 32 Q N I \ LJ

06.01.17

16



Cell Reselection and Location Areas

MSC2

.

%
s

MSC1 BSC3

=g

Stig Mjglsnes Crypto vs Mass-surveillance 33 B q I N l

MS IMSI- her

LAI, TMSI, Location Updating

Request IMSI

IMSI

I Store IMSI|

Location Update Reject (reject cause)

Figure 2.7: Message sequence chart of catching IMSIs with IMSI-catcher

Stig Mjglsnes Crypto vs Mass-surveillance 34 B q I N l

06.01.17

17



06.01.17

Catching the IMSI-Catcher?

Counter Surveillance

This brings us back to the Aftenposten data

Stig Mjglsnes Crypto vs Mass-surveillance 35 @ N I :\ [J

The Oslo data

Hftenpofien

* Journalists Per Anders
Johansen, Andreas Bakke Foss
og Fredrik Hager-Thoresen

* Radio measurements by Go v SN e
Delma Ltd. (UK) W R AL

* 3roundsin Dec.2014 and 1

round in April2015 ; X .’q% )
e (Ca. 42109 lines of ‘

measurement data
— Telenor> 13 290 measurements

— Netcom> 15 269
measurements

— Network Norway> 13 550
measurements

[

@ CraeBmertias - Sz s 03072 CxarBovacins

FIGURE 1. Locations covered by the survey work

Stig Mjglsnes Crypto vs Mass-surveillance 36 @ N I :\ [J
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Stig Mjglsnes

Check the data yourselr!

http://mm.aftenposten.no/mobilspionasje

Originalmateriale

Last ned a2 kidomateras | 5% 0 format (30MB).

Fian innehoder ake Crypiopnone- 6 GPS-coslannger s Aerposiens undesekaiser, samt Capias snalyselopoe

Bearbelidede data

Last ned ak iidomateriaio | samiot 0g struksarert format som CSV (regneark) (4MB) elier SO nase) (4MB)
5V et imgoes | Excel e Igrende negreark atpikanoner SOL-Gata kar moorieres U o Goasvaniey

Teknisk beskrivelse

Her kan du laste ned tekriak dokume (7MB PDF) av dataene.

Crypto vs Mass-surveillance 3

N

@NTNU

Utstyret fir plass | en sekk

Figur 1 Mileenhet og skjermbilde fra laptop. Foto: Delma

Til undersgkelsene ble seks sim-kort fra Aftenposten med Telenor, Netcom og Network Norway-
numre koblet til malingsenheten, slik at alle de tre nettverkene kunne males samtidig.
Kontraetterretningsutstyret kan kartlegge ni ulike mobilnettverk pa en gang.

Stig Mjglsnes

Crypto vs Mass-surveillance 38

, og bestir av en mileenhet, an

@NTNU
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Counter Surveillance Measurements

* Date * Cell type

e Time (Serving-cell, Adjacent-cell)

* GPS location

* Mobile Network Code
(MNC)

* Location Area Code
(LAC) 16 bits

Cell Id (CID)

* Abs. Freg.channel no
(ARFCN)

* Rec. Power signal level

* C1 and C2 reselection
values

* Alarm-type

Stig Mjglsnes Crypto vs Mass-surveillance 39 B q I N L]

Example 1

# date time OplLAC Cid RxL CN Lat Long type C1 C2BSIC m

1425246 2014-12-03 14:19:18 1 11801 2174 3 -53 56 mobile-1214 59.9037095 106314283 38 SCell 52 52 1 Normal 0 56.58
1425252 2014-12-03 14:19:42 1 11801 2174 3 -52 56 mobile-1214 509035273 106310227 38 SCell 53 59 1 DL 0 30.36
1425264 2014-12-03 14:2000 1 11801 2174 3 -51 56 mobile-1214 59.0035368 10.6310133 385 SCell 60 60 1 DL 0 118
1425276 2014-12-03 14:2017 1 2311 2174 3 -51 56 mobile-1214 59.9035354 106310152 385 SCell 60 60 1 XDL 0 0.19
1425287 2014-12-03 14:2045 1 11801 2174 3 -51 56 mbbile-1214 59.9035336 10631017 385 SCell 60 60 1 DL 0 022
1425298 2014-12-03 142104 1 11801 2174 3 -52 56 mobile-1214 599035321 106310189 39 SCell 53 59 1 DL 0 02

1425314 2014-12-03 14:221:38 1 11801 2174 3 -53 56 mobile-1214 599034632 10.6309599 395 SCell 58 58 1 DL 0 834
1425325 2014-12-03 1422157 1 11801 2174 3 -52 56 mobile-1214 59003461 106309646 395 SCell 59 53 1 DL 0 036
1425337 2014-12-03 14:22:15 1 11801 2174 3 -54 56 mobile-1214 59.9034604 106309654 40 SCell 57 57 1 DL 0 008
1425349 2014-12-03 14:22:32 1 11801 2174 3 -51 56 mobile-1214 50.90346  10.6309667 40 SCell 60 60 1 DL 0 0.09
1425361 2014-12-03 142251 1 11801 2174 3 -53 56 mobile-1214 599034509 10.6309679 40 SCell 58 58 1 DL 0 007

1425374 2014-12-03 14:23:09 1 11801 2174 3 -58 56 mobile-1214 59903459 10.6309698 40 SCell 53 53 1 DL 0 015
1425387 2014-12-03 14:23:27 1 11801 2174 3 -79 56 mobile-1214 599035105 10.6298303 425 SCell 32 32 1 Normal 0 638

Figur 52 Maleresultatene utenfor Radisson Blu Park hotell pa Fornebu. Viser hvordan Telenor-celle 2174 pa kanal 56
skifter LAC innen for en radius av 10 meter.

Stig Mjglsnes Crypto vs Mass-surveillance 40 B q I N L]
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Stig Mjglsnes

Cell/Channel LAC Change

Only LAC changes, all

cellid
3218
3218
3218
3218
3218

X
87

-89
87
87

arfen  celltype c1

EB88 3

S Cell
S Cell
S Cell
S Cell
S Cell

N time lac

other values static 185182 11901
LAC changes only for 18:52:08 2311
one measurement 185236 11901
(seconds) 1855250 11901
RxL does not fluctuate: 1855303 11901
very likely the same

transmitter B

Earlier observations with
similar RxL and
configuration o
LAC changes to another E
operators LAC )

=100

e

=110 —
Crypto vs Mass-surveillance 18:51:52

0 NTJ\ [J

c2
24

22
24
24

,;; Oslo Spektrum 4

Provider Anomaly. ...

7)Jembanetorget iEF

stasjon [ 0slo S
e Two Telenor cells
appear in the
neighbour list of a ’
Network Norway cell ...

Not typical IMSI-
catcher behavior

NEtwork Norway tacndlac cellid mnc

10:52.30 2311 1091

Telenor roaming

5

10:52:30 2311 41922 5

agreement? 105230 11901 50403 1
10:52:30 11801 58135 1
10:52.30 2311 1082 §

Stig Mjglsnes Crypto vs Mass-surveillance

xl

-78
-80
72
-81
-83

Gronland(T

N"/’“rqs.
v Ve
eien

$tgar

arfen
886
887
68
66
984

m

(&1}
celitype c1 c2
SCell 27 27
ACell 23 2
ACell 38 38
ACell 26 2
ACell 14 14
« @INT]

slot

W e L w
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Example 2

Figur 47 En ny LAC og en ny celle pd en ny kanal og til

shutt

i dataene

stenekt. funnet | Myntgata er et av de klareste

# date time OpLAC Cid RxL CN Lat Long type C1 C2BSIC m
1460724 2014-12-22 14:14:47 1 11901 23488 1 -98 672 mc 59.907436 107438405 41 ACel 12 12 22 Nomal 0 O
1460725 2014-12-22 14:14:47 1 11901 3732 1 -106 68 mc 59.907436 107438405 41 AcCell 4 4 49 Nomal 0 O
1460728 2014-12-22 14:15:06 1 11901 23488 1 -88 672 mc 59.907511 107433669 475 ScCell 23 23 22 Normal 0 2769
1460729 2014-12-22 14:15:06 1 11901 3295 1 -102 63 mc 59.907511 107433669 47.5 ACel 8 8 57 Normal 0 0O
1460732 2014-12-22 14:15:25 1 11901 23488 1 -92 672 mc 59.9075488 107429685 48 SCell 19 19 22 Normal 0 2261
1460733 2014-12-22 14:15:25 1 11901 3783 1 -100 61 mc 59.9075488 107429685 48 ACell 10 10 47 Normal 0 O
1460734 2014-12-22 14:15225 1 11901 3732 1 -105 68 mc 59.9075488 107429685 48 ACell 5 5 49 Normal 0 0
1460739 2014-12-22 14:15:44 1 11901 23488 1 -91 672 mc 59.9075502 10742733 49 SCell 15 15 22 Normal 0 1313
1460740 2014-12-22 14:1544 1 11901 3783 1 -103 61 mc 59.9075502 10742733 49 ACel 7 7 47 Nomal 0 0
1460741 2014-12-22 14:15:44 1 12901 32478 1 94 679 mc 59.9075502 10742733 49 ACel 8 43 0 Nomal 35 0
1460745 2014-12-22 14:16:03 1 12901 32478 1 -83 679 mc 59.9075988 10.74268 485 SCell 32 83 0 Cc 51 6.16
1460749 2014-12-22 14116221 1 0 0 1 -200 0 mc 0 0 0 NoGSM 0 0 O Nomal 0 0
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* «Strongest evidence» of _
IMSI-catcher activity =
* This LAC not used by \ ? .
any other cell in Oslo ' m
* Abnormal high C2 &
values
* The Cdifference is an
odd number —
Should not be possibleltme  mc fac celid ™ aden celtype ¢f  c2
1415:44 1 11901 20488 -61 672 SCel 15 15
141544 1 11901 3783 108 61 ACel 7 7
14:15:44 1 12001 32478 94 679 ACel 8 43
14:16:03 1 12001 32478 83 679 SCel 32 83
141621 1 0 0 20 0 No GSM 0 0
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Example 3

time lac cellid rxl arfcn celltype ¢1 c2
18:51:52 11501 3218 -87 53 SCell 24 24
18:52:.08 2311 3218 -88 53 SCell 23 23
18:52:36 11901 3218 -89 53 SCell 22 22
-60 18:52:50 11801 3218 -87 53 SCell 24 24
18:53:03 11501 3218 -87 53 SCell 24 24
—70}
(a) Cell 3218 switches LAC at 18:52:08.
3 =ad 18:58:22 11901 3218 -88 53 SCell 23 23
& g0l M| W Wit Y| 18:58:35 11901 3218 -87 53 SCell 24 24
: 18:56:48 11901 3218 -87 53 SCell 24 24
~100 | | 18:59:01 2311 3218 -86 53 SCell 25 25
18:59:25 11801 3218 -87 53 SCell 24 24
T 102825 18:59:38 11901 3218 -86 53 SCell 25 25
o (b) Cell 3218 switches LAC at 18:59:01.
Figure 3.17: The two LAC changes observed on cell 3218.
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4 Real World Crypto Questions

o s

U What does end-to-end authenticated encryption really
solve in mobile systems?

W Solve the privacy problem of 4G, 5G ?

U Surveillance-proof identification?

U Crowdsourced counter-surveillance system?

QOr, leave it to the law makers....
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