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SOON	
  MORE	
  WILL	
  
BE	
  REVEALED….	
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The	
  Norwegian	
  Parliamentary	
  Intelligence	
  Oversight	
  Commi?ee	
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May	
  2015	
  Revised	
  naEonal	
  budget:	
  	
  
	
  	
  	
  	
  	
  	
  Funds	
  allo?ed	
  	
  to	
  track	
  down	
  the	
  false	
  basestaEons	
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12	
  millions	
  to	
  buy	
  	
  Mobile	
  Countersurveillance	
  equipment	
  

MORE	
  THAN	
  100	
  ARTICLES	
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We	
  Built	
  Our	
  Own	
  IMSI-­‐catcher!	
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A	
  Mobile	
  Perspec(ve	
  
	
  
1.  NMT,	
  in	
  service	
  from	
  1981	
  (Iceland	
  joined	
  in	
  1986)	
  

”analog”	
  	
  	
  

2.  GSM	
  first	
  spec.	
  1987,	
  opera(ve	
  from	
  1991.	
  
”circuit	
  switched”	
  	
  

3.  UMTS	
  first	
  spec.	
  1999,	
  opera(ve	
  from	
  2002	
  
”packetswitched”	
  

4.  LTE	
  first	
  spec.	
  2008,	
  opera(on	
  from	
  2010	
  
”all	
  IP”	
  

5.  ”5G”	
  	
  around	
  2020?	
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Mobile	
  Network	
  Security	
  Requirements	
  
1.  Access	
  control	
  

–  Iden(fica(on	
  of	
  subscrip(on/user	
  
2.  ConfidenEality	
  
–  Secure	
  voice,	
  data	
  and	
  sensi(ve	
  signaling	
  informa(on	
  

against	
  eavesdropping	
  on	
  the	
  radio	
  link	
  
3.  Privacy	
  
–  Protect	
  against	
  idenEfying	
  or	
  linking	
  calls	
  by	
  the	
  same	
  

SIM	
  by	
  radio	
  channel	
  eavesdropping	
  
4.  Usability	
  	
  
•  The	
  security	
  mechanisms	
  must	
  not	
  reduce	
  the	
  usability	
  

of	
  the	
  system	
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  Mobile	
  Security	
  Mechanisms	
  
	
  For	
  each	
  subscrip(on	
  in	
  SIM	
  and	
  the	
  home	
  network:	
  	
  

	
  	
  	
  	
  IMSI:	
  15	
  digits	
  iden(ty	
  
	
  	
  	
  	
  KIMSI	
  :	
  permanent	
  128	
  bits	
  crypto-­‐key	
  
	
  
1.  Mutual	
  Authen(ca(on	
  
–  Challenge-­‐response	
  +	
  Auth.Code	
  protocol	
  

2.  Radio	
  Link	
  Encryp(on	
  
–  Symmetric	
  encryp(on	
  with	
  derived	
  keys	
  

3.  Privacy	
  
–  temporary	
  iden((es	
  TMSI	
  (32	
  bits	
  random)	
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The	
  Privacy	
  Mechanism	
  

•  Permanent	
  unique	
  IMSI,	
  ideally	
  sent	
  only	
  
–  when	
  the	
  SIM	
  is	
  used	
  for	
  the	
  first	
  (me	
  
–  when	
  there	
  is	
  data	
  loss	
  at	
  the	
  network	
  

•  Temporary	
  random	
  TMSI	
  
–  Provided	
  over	
  the	
  authen(cated	
  encrypted	
  radio	
  link	
  
–  Generated	
  where?	
  	
  Renewed	
  when	
  and	
  how	
  oDen?	
  

TMSIs	
  prevent	
  passive	
  monitoring	
  aKack	
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“IMSI-­‐catchers”	
  

•  AcEve	
  a?acker	
  devices	
  breaking	
  
	
  	
  the	
  logic	
  of	
  radio	
  communica(on	
  protocols	
  

•  Hijack	
  and	
  block	
  services	
  
•  “Man-­‐in-­‐the-­‐middle”	
  adversarial	
  ac(ons	
  
•  Is	
  this	
  “backdoor”	
  a	
  feature	
  or	
  security	
  bug?	
  
•  Works	
  for	
  2G,	
  3G,	
  	
  
	
   	
  and	
  4G/LTE	
  !	
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EKus	
  URSRP	
  B200mini	
  

HTTP://RESOURCES.INFOSECINSTITUTE.COM/STINGRAY-­‐TECHNOLOGY-­‐GOVERNMENT-­‐
TRACKS-­‐CELLULAR-­‐DEVICES/	
  

Over	
  130	
  different	
  mobile	
  surveillance	
  
equipment	
  manufacturers	
  
Smith	
  Myers	
  (UK)	
  •	
  Harris	
  Corp	
  (USA)	
  •	
  Rohde	
  Schwartz	
  (Tyskland)	
  •	
  Cell	
  
Antenna	
  (USA)	
  •	
  Nice	
  Systems	
  (Israel)	
  •	
  CellXion	
  (UK)	
  •	
  Verint	
  (USA)	
  •	
  
NeoSoD	
  (Sveits)	
  •	
  Shogi/Stra(gN	
  (India)	
  •	
  Thales	
  –	
  SUSI-­‐-­‐-­‐systemet	
  
(Frankrike)	
  •	
  EXFO	
  –	
  blant	
  annet	
  det	
  (dligere	
  finskproduserte	
  NetHawk.	
  
•	
  White	
  Russian	
  (Russiskprodusert	
  og	
  (l	
  salgs	
  via	
  Ukraina/Sveits).	
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Crypto	
  vs	
  Mass-­‐surveillance	
  

hKp://www.rayzoneg.com/en.piranha.html	
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WEB	
  COMMERCIAL	
  EXAMPLE	
  

The	
  Uses	
  of	
  IMSI-­‐catchers	
  
Monitoring	
  
•  Mass-­‐surveillance	
  of	
  individuals	
  in	
  a	
  geographic	
  loca(on/area	
  
•  Observing	
  a	
  link	
  between	
  person,	
  mobile,	
  and	
  IMSI	
  
•  Trace	
  people	
  with	
  known	
  IMSI	
  
•  Monitoring	
  people	
  movements	
  

–  Example:	
  entrance/exit	
  of	
  a	
  building	
  or	
  area	
  	
  
•  Communica(on	
  eavesdropping	
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Ac(ve	
  Intercep(on	
  
•  Message	
  and	
  call	
  genera(on	
  
•  Reconfiguring	
  the	
  mobile’s	
  soDware	
  and	
  SIM	
  

(baseband	
  processor	
  backdoors)	
  
•  Denial-­‐of-­‐service	
  for	
  network	
  services/communica(ons	
  
•  ….	
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Denial-­‐of-­‐Service	
  

A	
  dilemma	
  for	
  police	
  use	
  
•  An	
  IMSI-­‐catcher	
  will	
  block	
  regular	
  network	
  
communica(on	
  and	
  services	
  

•  Including	
  emergency	
  numbers	
  
	
  110,	
  112	
  and	
  113	
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Where	
  Are	
  You?	
  
The	
  network	
  needs	
  to	
  know	
  where	
  the	
  mobile	
  is	
  in	
  the	
  network	
  

LocaEon	
  Update	
  transac(on	
  
•  Connec(ng:	
  selects	
  a	
  cell	
  	
  
•  Periodic	
  intervals	
  while	
  camping	
  on	
  a	
  cell	
  
•  Reselec(ng	
  to	
  a	
  new	
  loca(on/tracking	
  area	
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Cell	
  Reselec(on	
  and	
  Loca(on	
  Areas	
  

BSC1	
   BSC2	
  

MSC1	
  

MSC2	
  

BSC3	
  

Crypto	
  vs	
  Mass-­‐surveillance	
  S(g	
  Mjølsnes	
   33	
  

Crypto	
  vs	
  Mass-­‐surveillance	
  S(g	
  Mjølsnes	
   34	
  



06.01.17	
  

18	
  

Catching	
  the	
  IMSI-­‐Catcher?	
  
Counter	
  Surveillance	
  

	
  
	
  
	
  
This	
  brings	
  us	
  back	
  to	
  the	
  ADenposten	
  data	
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The	
  Oslo	
  data	
  

•  Journalists	
  Per	
  Anders	
  
Johansen,	
  Andreas	
  Bakke	
  Foss	
  
og	
  Fredrik	
  Hager-­‐Thoresen	
  

•  Radio	
  measurements	
  by	
  
Delma	
  Ltd.	
  (UK)	
  	
  

•  3	
  rounds	
  in	
  Dec.2014	
  and	
  1	
  
round	
  in	
  April2015	
  

•  Ca.	
  42109	
  lines	
  of	
  
measurement	
  data	
  
–  Telenor>	
  13	
  290	
  measurements	
  
–  Netcom>	
  15	
  269	
  

measurements	
  
–  Network	
  Norway>	
  13	
  550	
  

measurements	
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Check	
  the	
  data	
  yourself!	
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hKp://mm.aDenposten.no/mobilspionasje/	
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Counter	
  Surveillance	
  Measurements	
  

•  Date	
  
•  Time	
  
•  GPS	
  loca(on	
  
•  Mobile	
  Network	
  Code	
  
(MNC)	
  

•  Loca(on	
  Area	
  Code	
  
(LAC)	
  16	
  bits	
  

•  Cell	
  Id	
  (CID)	
  

•  Cell	
  type	
  	
  
(Serving-­‐cell,	
  Adjacent-­‐cell)	
  

•  Abs.	
  Freq.channel	
  no	
  
(ARFCN)	
  

•  Rec.	
  Power	
  signal	
  level	
  
•  C1	
  and	
  C2	
  reselec(on	
  
values	
  

•  Alarm-­‐type	
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Example	
  1	
  
#	
  	
  	
  	
  	
  	
  	
  	
  	
  date	
  	
  	
  	
  	
  	
  (me	
  	
  	
  Op	
  LAC	
  	
  Cid	
  	
  	
  	
  	
  RxL	
  	
  CN	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Lat	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Long	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  type	
  	
  	
  C1	
  	
  C2	
  BSIC	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  m	
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Cell/Channel	
  LAC	
  Change	
  

•  Only	
  LAC	
  changes,	
  all	
  
other	
  values	
  sta(c	
  

•  LAC	
  changes	
  only	
  for	
  
one	
  measurement	
  
(seconds)	
  

•  RxL	
  does	
  not	
  fluctuate:	
  
very	
  likely	
  the	
  same	
  
transmiKer	
  

•  Earlier	
  observa(ons	
  with	
  
similar	
  RxL	
  and	
  
configura(on	
  

•  LAC	
  changes	
  to	
  another	
  
operators	
  LAC	
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Provider	
  Anomaly	
  

•  Two	
  Telenor	
  cells	
  
appear	
  in	
  the	
  
neighbour	
  list	
  of	
  a	
  
Network	
  Norway	
  cell	
  

•  Not	
  typical	
  IMSI-­‐
catcher	
  behavior	
  

•  Network	
  Norway	
  and	
  
Telenor	
  roaming	
  	
  
agreement?	
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Example	
  2	
  

#	
  	
  	
  	
  	
  	
  	
  	
  	
  date	
  	
  	
  	
  	
  	
  (me	
  	
  	
  Op	
  LAC	
  	
  Cid	
  	
  	
  	
  	
  RxL	
  	
  CN	
  	
  	
  	
  	
  	
  	
  Lat	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  Long	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  type	
  	
  	
  C1	
  	
  C2	
  BSIC	
  	
  	
  	
  	
  	
  	
  	
  	
  m	
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Cell	
  32478	
  Myntgata	
  
•  «Strongest	
  evidence»	
  of	
  
IMSI-­‐catcher	
  ac(vity	
  

•  This	
  LAC	
  not	
  used	
  by	
  
any	
  other	
  cell	
  in	
  Oslo	
  

•  Abnormal	
  high	
  C2	
  
values	
  

•  The	
  C	
  difference	
  is	
  an	
  	
  
odd	
  number	
  –	
  	
  
Should	
  not	
  be	
  possible!	
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Example	
  3	
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  vs	
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Who	
  Did	
  It?	
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Real	
  World	
  Crypto	
  Ques(ons	
  

q What	
  does	
  end-­‐to-­‐end	
  authenEcated	
  encrypEon	
  really	
  
solve	
  in	
  mobile	
  systems?	
  

q Solve	
  the	
  privacy	
  problem	
  of	
  	
  4G,	
  	
  5G	
  ?	
  
q Surveillance-­‐proof	
  idenEficaEon?	
  
q Crowdsourced	
  counter-­‐surveillance	
  system?	
  
q Or,	
  leave	
  it	
  to	
  the	
  law	
  makers….	
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Master	
  thesis	
  projects	
  
based	
  on	
  USRP	
  

[1]	
  Glendrange,	
  Hove	
  and	
  Hvideberg:	
  Decoding	
  GSM.	
  	
  
Master	
  thesis,	
  NTNU,	
  June	
  2010.	
  
[2]	
  Maxim	
  Suraev:	
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  aVack	
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  of	
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Master	
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  June	
  27,	
  2011.	
  
[3]	
  Francois	
  Ponsgen:	
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  thesis,	
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  June	
  2015	
  
[4]	
  Torjus	
  Bryne	
  ReKerstøl:	
  	
  Mobile	
  network	
  basestaEon	
  experimentaEon	
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USRP	
  and	
  OpenBTS,	
  	
  Master	
  thesis,	
  NTNU	
  June	
  2015	
  
[5]	
  Eirik	
  Fosser:	
  DetecEng	
  IMSI-­‐catchers	
  and	
  false	
  mobile	
  staEons,	
  
Master	
  Project,	
  NTNU	
  Dec	
  2015	
  
[6]	
  Andre	
  Mruz:	
  Mobile	
  Network	
  Security	
  Experiments	
  with	
  USRP,	
  Master	
  thesis,	
  
NTNU	
  June	
  2016.	
  
[7]	
  Jonathan	
  Hansen:	
  Wireless	
  USRP	
  Testbed	
  for	
  DSRC	
  Applica(ons,	
  Master	
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  NTNU	
  June	
  2016.	
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